ABSTRACT: Properties of Boolean functions satisfying the Strict Avalanche Criterion (SAC) are studied. A new method of constructing SAC functions is proposed, and it is proved that the Hamming weight of SAC functions with n variables belongs to the set W(n)={k|2
INTRODUCTION
The Strict Avalanche Criterion (SAC) for cryptographic functions was introduced by A.F. Webster and S.E. Tavares in [1] . Results concerning the enumeration of SAC functions have been studied by cryptographers, and yet there is no known closed form for the number of SAC functions [2] [3] [4] [5] [6] [7] [8] [9] [10] . R. Forre [2] has exhaustively enumerated the number of n-bit functions for 4 ≤ n . Among the 65536 4-bit functions, 4128 are SAC functions. However, it is very complicated and difficult to enumerate the number of n-bit SAC functions when n is too big. In [3] , T.W. Cusick provided a method to construct . In order to improve the lower bound above, a new method to construct Boolean functions which satisfy the SAC is proposed in the present paper.
First of all, it is proved that ≤ . Furthermore, a method is given to construct the n-bit SAC functions satisfying the
where 
SAC FUNCTIONS
In this section, the concept of SAC functions is reviewed, and properties of SAC functions are studied. 
Proof. Suppose that f(x) is an n-bit Boolean func-
Since f(x) is a SAC function, then
. It is easy to prove that
. If |V|=a, then a is an even number,
, where |V| denotes the number of elements in V.
i.e. The elements of V are in pairs. i.e. |V|=a is an even number.
is an even number.
Proof. It follows from Proposition 2.2 that
}, and suppose |V|=a. Then by Proposition 2.3, we have
Moreover, |V|=a is an even number, hence ))
is an even number. Lemma 2.1 The following equations hold:
(i) If n is an even number, then
(ii) If n is an odd number, then
These two equations in Lemma 2.1 can be gotten from the properties of binomial coefficient. Hence the proof is omitted.
, and k is an even number}.
Proof. Let f(x) be an n-bit (
It follows from Theorem 2.1 that
is an even number. In the following, we will prove that )
Firstly, suppose that n is an even number and
to construct a set, denoted as X0(In fact, from Lemma 2.1, we know that
to construct a set, denoted as X1(In fact, from Lemma 2.1, we know that 
. Therefore the selection is possi-
has 2 elements. i.e. |V|=2. It follows from Proposition 2.3 that 
to construct a set, denoted as Xj(In fact, from Lemma 2.1, we know that
. Therefore the selection is possible).
Let
has 2j elements. i.e. |V|=2j. It follows from Proposition 2.3 that , there exists an n-bit
Since the number of all n-bit SAC functions satisfy-
the number of all n-bit SAC functions ) (n . In the following, we turn to discuss the bounds of Ln. 
